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Table 1: Example of entries from an IP Geolocation database
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StartIP
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Country
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1.0.16.0
124.228.150.0
131.107.147.0

1.0.16.255
124.228.150.255
131.107.147.255

JP
CN
US

Tokyo
Hunan
Washington

Tokyo
Hengyang
Redmond

increased user satisfaction and conversely that missing location
information leads to user dissatisfaction [2, 7, 25]. IP geolocation
databases are also used in many other applications, including: content personalization and online advertising to serve content
local to the user [2, 18, 26], content delivery networks to direct
users to the closest datacenter [19], law enforcement to fight cybercrime [43], geographic content licensing to restrict content
delivery to licensed geographic regions [29], and e-commerce to
display variable pricing based on local taxes and shipping [45].
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IP Geolocation databases are widely used in online services to map
end user IP addresses to their geographical locations. However, they
use proprietary geolocation methods and in some cases they have
poor accuracy. We propose a systematic approach to use publicly
accessible reverse DNS hostnames for geolocating IP addresses. Our
method is designed to be combined with other geolocation data
sources. We cast the task as a machine learning problem where
for a given hostname, we generate and rank a list of potential
location candidates. We evaluate our approach against three state
of the art academic baselines and two state of the art commercial
IP geolocation databases. We show that our work significantly
outperforms the academic baselines, and is complementary and
competitive with commercial databases. To aid reproducibility, we
open source our entire approach.
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ABSTRACT

Exact City
Name Match

• Information systems → Location based services; • Networks
→ Location based services; Network measurement; Public Internet; • Social and professional topics → Geographic characteristics;

Connection
characteristics
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INTRODUCTION

IP Geolocation databases map IP addresses to their corresponding
geographical locations. They are often used to find the approximate
location of an IP address at the city level. Records in these databases
typically contain IP ranges along with their physical location. These
databases are vital to a variety of online services when the exact
location of a user is not available. Table 1 lists a few examples of
such records. For instance, the second example in the table maps a
/24 subnet (256 IPs) to Hengyang, a city in China. While some users
opt-in to share their exact coordinates to online services through
devices with global positioning sensors or Wi-Fi based geolocation,
others decline or use devices without such features. IP geolocation
is therefore a valuable source of information on user location.
A practical application of IP geolocation is personalized local
search results in the context of search engines. Figure 2 demonstrates the striking difference in results for the query "restaurants"
when the user location is unknown, compared to when it is known.
The generic nationwide results require the user to requery for more
specific restaurants in their area, while the personalized results directly list restaurants tailored to a specific location. Previous work
has shown that personalizing results to a user’s location leads to
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Figure 1: Example of information that can be extracted
from reverse DNS hostnames, including location information such as city name, state, country, as well as physical
connection characteristics.

Commercial IP geolocation databases such as MaxMind [30],
Neustar IP Intelligence [33], and IP2Location [22] are considered
state of the art. They combine multiple IP location sources, including
WHOIS lookups, network latency, network topology, reverse DNS,
as well as direct contracts with Internet Service Providers [32].
However, the exact methods they use are proprietary. Some of
these approaches have been studied in academia to some extent, as
described in Section 2. Related work has shown that while they have
high coverage, commercial databases are sometimes inaccurate or
are missing location information for some IP ranges [15, 37, 42].
Our work focuses on extracting location information from
reverse DNS hostnames assigned to IP addresses, which has
many potential advantages including high coverage and accuracy.
These hostnames can be periodically collected in a short amount of
time by performing a reverse DNS lookup for every address in the
IP space. Figure 1 exemplifies the information that can be parsed
from reverse DNS hostnames. Here we can derive both the location
and connection characteristics for the hostname of an IP address. A
person reading the name of the hostname can reasonably determine
that it references Wallingford, a town in Connecticut, USA.

